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EFRT Troubleshooting #8: Java 7u51 blocks EFRT from Running

This is controlled by the security settings in the Java control panel.

Application Blocked

Application Blocked by Security Settings

Mame: LIMCapplet
Location: http:f149.10,125.6

Your security settings have blocked an untrusted application From running

Application Error

General Exception [{Ql
=

Reason: ‘four security settings have blocked an untrusted application Fram running

Ok |[ Mare Infarmation. ..
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More Information

General Exception details:

com.sun.deploy . security . BlockedException: Your security settings have blocked an untrusted application From running
ak com, sun,deploy, security . SandboxSecurity . showBlockedDialog{Unknowin Source)
ak com, sun.deploy, security . SandboxSecurity . checkRunUntrusted{Unknown Source)
ak com, sun,deploy, security . SandboxSecurity . checkUnsignedSandboxSecurity(Unknown Source)
ak com. sun.deploy. security . SandboxSecurity  isPermissionGranted(Unknown Source)
at sun.pluginz . applet. PluginzClassLoader isTrustedBy TrustDecider{Unknown Source)
at sun.pluging. applet. Plugin?ClassLoader . getPermissions{Unknown Source)
at sun.pluginz . applet. Applet2ClassLoader, getPermissions{Unknown Source)
at java.security, SecureClassLoader . getProtectionDomainUnknown Source)
ak java.securicy, SecureClassLoader . defineClassiUnknown Source)
at java.net.URLClassLoader. defineClass{Unknown Source)
at sun.reflect, MativeMethodaccessorImpl . invokeO{Mative Method)
at sun.reflect, MativeMethodAccessorInpl.invoke(Unknown Source)
at sun.reflect, DelegatingMethodAccessor ImplinvokedUnknown Source)
at java.lang.reflect. Method. invoke(Unknown Source)
at sun.pluginz . applet. PluginzClassLoader . defineClassHelper(Unknown Source)
at sun.pluging. applet. Plugin2ClassLoader . access$ 100{Unknown Source)
at sun.pluginz . applet. PluginZClassLoader$ 1 . runiUnknown Source)
at java.security, AccessController, doPrivileged{Mative Method)
at sun.pluginz . applet. PluginzClassLoader findClassHelper{Unknown Source) v

Close

|

Solution: Change setting to Medium and add the URL to the Exception Site List

1. Open the Control Panel.
2.  Double-click the Java button to open the Java Control Panel.

® Control Panel -
File Edit WYiew Favorites Tools Help

D S lﬁ /.__\J Search |{~7 Folders | |2y [ x E’ ,

=1E3
.1:

Address | @ control Panel v | B3 co
:_. : r. ; “ x
¢ ¥ D W 9 ® X =
= =
Accessibility Add Addor  Administr...  Automatic Configura...  Date and Display
Cptions Hardware  Remav... Tools Updates Manager Time
e—y ‘ & -1 X e :,-%
v @ +» B s =
Folder Fonts Game InteliR) Internet i JInitiator  Keyboard
Cptions Controllers  GMA Driver  Options 1.3.1.26
{ D @ b &6
%@ L= ] B = !
rail Microsoft Maouse Metwork  Phone and Power  Printers and  Regional
Mail Po... Connections  Modem ... Options Faxes and La...



W

EFRT Troubleshooting #8: Java 7u51 blocks EFRT from Running

Click on the Security tab.
Change the Security Level to Medium.

Java Control Panel

General | Update | Java || Security | ddvanced

Enable Jawa conkent in the browser

Security Level

il - = Mery High
[

High {minirmum recommended)

1_» Medium

Least secure setting - All Java applications will be allowed to run after presenting a security prompk,

Exception Site List

Applications launched from the sikes liskted below will be allowed to run after the appropriate
security prompts,

Zlick, Edit Site List. ..
ko add ikems bo khis lisk, [

Edit Site List. .. ]

Restore Security Prompts ] [ Manage Certificates, ., ]

[ Ok l [ Cancel
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Click the Edit Site List... button to bring up the Exception Site List box.

Exception Site List

Applications launched from the sites liskted below will be allowed to run after the appropriate security
prompks.

Click Add Lo add an item to this list.

“?h FILE and HTTP protocols are considered a security risk,
We recommend using HTTPS sites where available,

[ ]9 l [ Cancel ]

Click the Add button.

Exception Site List

applications launched Fram the sites lisked below will be allowed ta run after the appropriate security
prompks.

Location

[ #dd ][ Remove ]

"?h FILE and HTTP pratacals are considered a security risk,
We recommend using HTTPS sikes where available,

[ o]4 l [ Cancel ]

In the Location box, type in: http://149.10.125.6
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Click OK.

B Exception Site List

Applications launched from the sites lisked below will be allowed to run after the appropriate security
prompks,

Location

Bt jj149.10.125.6 |

l"fh FILE and HTTP protocols are considered a security risk,
We recommend using HTTPS sites where available,

Click Continue.

Security Warning - HTTP Location

Including an HTTP Location on the Exception Site List is ;'\
considered a security risk LI

Location: httpe)f149,10,125.6

Locations that use HTTP are a security risk and may compromise the personal information on your
computer. e recommend including only HTTPS sites on the Exception Site List.

Click Continue ko accept this location or Cancel ko abort this change.

Continue ]| Cancel |
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10. The URL should now be in the box to the left of the edit site list button.

Java Control Panel EIIEI@

izeneral | Update Java| Security | fdvanced

Enable Java content in the browser

Security Level

il Yery High
[

High {minimum recommended)

_» Medium

Least secure setting - All Java applications will be allowed ko run after presenting a security prompk,

Exception Site Lisk

Applications launched from the sikes listed below will be allowed to run after the appropriate
security prompts,

http://149.10.125.6

|§ Edit Site List. .. i

Restore Security Prompts ] [ Manage Certificates. . ]

[ Ok ] [ Cancel

11. Open Internet Explorer and go to the EFRT system.
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12. When the first Security Warning appears, click Run.

Security Warning

Do you want to run this application?

An unsigned application from the location below is requesting permission to

' run.

= Locations: http://149,10,125.6
http:/efrt. nvsed.gov

Running unsigned applications like this will be blocked in a future release because it is
potentially unsafe and a security risk.
More Information

click Cancel to stop this app or Run to _aﬂrm it ko cantinue.

[ Run JL Cancel J

13. When the next Security Warning appears, click Yes.

Security Warning

' This web site is requesting access and control of the Java application shown above, Allow access only if you frust the web site
and know that the application is intended to run on this site.

Allow access to the following application from this web site?

[ fes J [ o I [ Help

14. The EFRT login screen should now appear.



